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C: v+ h(wv = f(u)

f,h € F,u]; h=0Iif ¢ odd; non-singular;
» Imaginary Model

s f monic anddeg(f) = 2g + 1,

s deg(h) < gif g even;
» Real Model

s If g odd: f monic anddeg(f) = 2g + 2;

s If g even:h monic,deg(h) = ¢+ 1 and
. deg(f) <2g+1or
. deg(f) =2g+2,sgnf) =e*+e (e e IFy).

g Is thegenus of C'.
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» FC][C] — FC][“?”]

coordinate ring of”' (ring of regular functions,
maximal order olC);

s F,(C) = F,(u,v) = QuOlF,[C))
function field ofC
s CI(F,|C])
ideal class group df,[C] (group of fractional
IF,|C]-ideals modulo principal ideal equivalence);
s Jag(C)

Jacobian of” overF, (group of degree zero
divisors defined ovelF, modulo principal divisor
equivalence).
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Imaginary Model

o (' has one pointo at infinity of degree 1 that Is
totally ramified,;

» The unit grougF,|C]* of F,[C] is simplyF?;
s Jag(C) is isomorphic CF,[C]);

Real Model

» (' has two (opposite) points at infinity_. and
oo_, both of degree 1 and unramified,

» The class of the degree zero divisar, — oo_
has finite ordeiR, theregulator of C/

o F [CT =T x (R(coy — 00));
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Every degree zero divisor has a unigue representatiot
of the following form:

Imaginary Model
D = Djinite — deg(Dfjnite) o©
Real Model
D = Dfinite — deg(Dfinite) 00— + v4(D) (004 —00_)

Reduced Divisors

» deg(D) <y
» 0 < —v, (D) < R (real model only)
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Semi-reduced divisors D = (a, b) where

® a,belF,|z],a monic
# a unique,b (moda) unique
® al f+ hb— b

Imaginary Model:
» Every degree zero divisor class has a unique
reduced representative
Real Model:

o Every degree zero divisor class has a unique
reduced representative with
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Fix any divisor clas<C

» Reduced divisors iC havedistinct v, values

o Theinfrastructure of C Is the setR ¢ of reduced
divisors inC:

RC — {Dlsz DQ, g oo ey D|Rc‘}

® Rc Is an ordered set under tdestance

0(D;) = vi(D — D;)

°

Re| = R = ¢
» Principal infrastructureéRy: C =0, D; = 0,
0(D;) = —vy(D;)
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A baby step Is the operation

D; — Di—l—l

Properties of the Distance:

5(D1) = 0

Forxz € [0, R), the divisorD; € R¢ below z can be
defined via

5(D@) <z < 5(Dz—|—1)




By applyingexactly the same algorithm as used for
adding divisor classes via reduced representatives In

theimaginary model to two divisord)’, D" € Rgq, we
can define a reduced divisor

D = D/@DH c Ro

The operation (D', D") — D' & D"| is called a
giant step. We have

d(D'®D") = 6(D") + 0(D") — d with 0 <d < 2g.
Complexity of a giant step O(g?) field operations.
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Real & Imaginary Model

o Applying at most| (deg(a) — g) /2| baby steps to
a semi-reduced divisdP = (a, b) produces a
reduced divisor.

o If Disthe sum of two reduced divisors, this
requires at mostg /2| baby steps.

» Theg; are the partial quotients of the continued
fraction expansion oft + ev)/a (e = 0 or 1).

Real Model Only
o Baby steps move forward througtc.

» |Rc| baby steps applied to any divisor Ric
produce all ofR¢ (not recommended!)
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Baby stepD; = (a;—1,bi-1) — Dit1 = (a4, b;):

b;_ .
Gdi-1 = [ L IUJ where
aj—1
1 if C'isreal andleg(a;_ 1) < g+1
€i—1 — -

0 otherwise

bi = h+qg-1a;-1—bi
f -+ hb; — b;°

a; —

aj—1

(|-] is the polynomial part of the Laurent seriesin'.)
Complexity of a baby step O(g) field operations.
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f D' = (¢,b') andD” = (d",b"), then
D'+ D" = (a,b) + (s) where

S

gCd(a/7 a//) b/ _|_ b//)
Va +Wa" + X +b")

&/a//

g2

v +Ud"/s where

— W(b/ o b//) + X f o E,b”)Z (

a



To obtainD’ & D"

1. ComputeD’ + D" using the well-known divisor
addition (ideal multiplication) algorithm,;

2. Apply at mostg baby steps td’ + D" to obtain

the{ f”.'St }divisor inthe{. rgal }
unique Imaginary

case. This i)' @ D”.

Recall that the reduction part amounts to computing «
continued fraction expansion;( b;, ¢;) of an algebraic
function (b + ev)/a where usuallyleg(b) < deg(a) ~

2¢g (double-sized operands!)




noseD’ + D" = (a,b) + (s)

dea: Replace the partial quotients jh+ ev)/a
ny those in the rational functioti/(a’/s):

b+ ev U b" + ev U

|
a a'/s a a'/s

O(u'™9)

Produces the same sequence of partial quotients
as Cantor giant steps, but uses only the Euclideal

Algorithm (no costlya;, b;).
There are formulas for recovering the coefficients
of D' & D" at the end (Shanks, van der Poorten).

Still O(g?) field operations, but we only work
with operands of degre€ g.
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Input: a divisorD and a scalan

Output: the reduced divisoD & D @ ---p D
(n times) In the divisor class of D

1. Writen = 2! + b;_12""1 4+ - - - + by (in binary)
2. Sethh = D

3. Fort =1toldo
(a) //double ReplaceE by £ ¢ E
(b) //add If b, =1, replaceF by £ & D

4. Outputlt

Average complexity 1.5log,(n) giant steps
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Input: a divisorD and a “scalarn
Output: The divisorE belownd(D)

1. Writen =2/ + 5,121 + .- + by (in binary)
2. Setbh =D

3. Fort =1toldo

(a) //double Replacelk by £ & E

(b) //adjust Apply at most2g baby steps to
reach the divisor below(F£)

(C) |f b, = 1, then
. /[ adc Replacel by E @& D
. // adjust Apply at most2g baby steps to

reach the divisor below(E) 4+ 6(D)

4. Outputk




Secret key the divisorE belown angd(D) where

» ny andnp are Alice’s and Bob’s respective secret
scalars (exponents),

» D Is some public starting divisor.

Average complexity 1.5log,(n) giant steps plus up

to 4¢g log,(n) baby steps —slower than imaginary
case.

Problem: the extra adjustment baby steps in steps 3
(b) and 3 (c) (ii).
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ldea:
» Eliminateall adjustment steps,

o Replace “add” giant steps in the first round by
baby steps.

Requires some precomputation and some extra baby
steps in the second round of the DH protocol.

Heuristics:
® 6(D;p1) —6(D;) = 1withprob.1 — O(qg™!)
(sod(D;) =g—1+1i for i > 2)

e d(D'®D") = 6D")+9(D")— :g/ﬂ
(so giant step = divisor addition %W baby steps)
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Input: a divisorD and a scalan
Output: the divisor of distance

298] (g + 1) +n + [g/2]
Precomputed: the divisorD, of distance[¢/2] + 3

1. Writen =28+ 5,127 + .- - + by (in binary)
2. SetE = Dy

3. Fori =1toldo

(a) //double Replacel by £ E

(b) // baby step If b, = 1, apply a baby step t&
4. Outputlt
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Input: a divisorD and a scalan
Output: the divisor of distance

Precomputed: the divisorD* of distance
ollogz(m)l (g 4+ 1) + ¢

1. Compute the divisab, of distance

ollogn (g 4+-1) +n 4 [g/2]
using the previous algorithm

2. ComputeE = D, @ D*
3. Outputt

Alice and Bob use this algorithm in the first round to
compute the divisors of distaneg andnp.




Input: a divisorD and a scalan
Output: the divisor of distanced (D) + [g/2]

1. Apply [g/2] baby steps td to obtain the divisor
E of distance)(D) + [¢/2]

2. Writen =2 + 4,271 + ... + b, (in binary)
3. Fori =1tol do

(a) //double Replacel by E & E
(b) //add If b, =1, replacet by E & D

4. Outputlt

Alice and Bob use this algorithm in the second rounc
to compute the divisoE of distancenanp + |g/2|.
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Let [ be the scalar bit length, i.&! < ny,ng < 2!*!

Imaginary Real
Domain Random [ gs
Parameters | divisorD | (I+1)|g/2] + g+ 2Dbs
First Round 1.51 gs [+ 1gs
0.5 bs
Second Round 1.5/ gs 1.5 gs
g/2] bs
Total 3l gs 250+ 1gs

Both Rounds

0.50 + [¢/2] bs
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If baby steps cost is negligible:

2.5 . .
Real ~ = x Imaginary ~ 0.83 x Imaginary

» The exact speed-up depends on the baby
step/giant step cost ratio.

e If 0.5]+ [g/2] baby steps cost less tham! — 1
glant steps, then the real scenario wins.

» We suspect (or hope?) that this is always the case
even when

s the genusis small(= 2, 3),
s glant steps are optimally implemented.
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Implementation:

o Pentium IV, 2.53 GHz, Linux, GNU C++, NTL
Parameter Sizes

®» 2 <g<6

s ¢%? has 80, 112, 128, 192, 256 bits
Timings (should be consideregry preliminary):

o Forq = p, the ratio varies between 0.82 and 0.9

o Forg = 2", we get similar ratios except:

s Slightly better ratios for = 4, especially for
largeq?; as good as 0.79

s Forg = 2, the ratios are as good as 0.75-0.76
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o Imaginary Model:
s Given a reduced divisab and the reduced
divisor in the divisor class of D, find «.
o Real Model (four equivalent formulations):

» Given a reduced principal divisdp and the
reduced principal divisoE’ belowxd (D),

find

» Givenz, find the reduced principal divisdr
belowz;

s Given areduced principal divisd?, find 6 (£)

s Given a reduced principdl,|C]-ideala, find
a generator ofi (Principal Ideal Problem).

Security of both scenarios seems to be the same,..



Conclusions

» Unifiled framework for explicit divisor arithmetic
In the both the real and imaginary scenario

o Real scenario seems faster for ephemeral
Diffie-Hellman with the same level of security.
This Is due to the second, much faster, operation
(baby steps) in the infrastructure.

Future (and Present) Work:

» EXxact operation count for NUCOMP and
comparison with straightforward giant steps

» EXxplicit formulas, NAF, windowing methods
o Other cryptographic protocols
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